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Abstract

A key distribution procedure is an essential constituent of secured exchange of information between the participants. In this paper,
a fast symmetric key distribution technique with additional security services is presented. The aim of the proposed technique is to
improve the conventional Needham-Schroeder five-message protocol in four aspects. The first aspect is to introduce an additional
authentication level in originator’s identity and the second aspect is to provide the integrity of the originator’s message. The third

aspect is to reduce the time needed to distribute a session-key b
freshness for security.

ctween a pair of entities, and the fourth aspect is to develop the key
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1. Introduction

Key Distribution refers to delivering of a key between two
communicating parties who wish to exchange data, without
allowing others to see the key!'!. Symmetric cryptographic
schemes require both the communicating parties to share a
common secret key. But the prime issue of the
communication is how to distribute this key securely 21, B3
] Two parties A and B have various key distribution
alternatives */©), as listed below.

(a) Party A can select key and physically deliver it to B.

(b) A third party can select and deliver a key to A and

B.

(c) If party A and B have communicated previously,

they may use previous key to encrypt and distribute a

new key.

(d) If party A and B have secure communications with a

third party C, C can relay key between A and B.

K
A B

Fig 1: Point-lo-Point Key Distribution Model

AL

Fig. 2: Centralized Key Distribution Model

Physical delivery (option a and b) is simplest - but only
applicable when there is personal contact between recipient
and key issuer. A third party is a trusted intermediary,
whom all parties trust, to mediate the establishment of
secure communications between them B1 1) As pumbers of
parties grow, some variant of the option last is the only

practical solution and widely adopted 1 In this proposed
work, option (d) is used with the centralized Key
Distribution Center (KDC) as the trusted third party.

2. Key Distribution Models

Two Simple Key Distribution Models are: Point-to-Point
Key Distribution and Centralized Key Distribution Model
8] point-to-Point Key Distribution model (Figure 1)
involves two parties communicating directly and Centralized
Key Distribution Model (Figure 2) use a Trusted Third Party

(TTP) to distribute a key between the communicating users
(9]

3. Conventional Needham-Schroeder Key Distribution
Technique

Many existing authentication protocols are derived from the
Needham-Schroeder protocol ("l Here, party A makes
contact with the KDC, who provides A with the session key,
K,, and a certificate encrypted with B's key conveying the
session key and A's identity to B, (Figure 3). Then B
decrypts this certificate and carries out a nonce handshake
with A to be assured that A is present currently, since the
certificate might have been a replay 11021 1nterpretation of
messages ml, m2, m3, m4 and m5 are given below.

Fig. 2: Centralized Key Distribution Model
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Here, value obtained is np. If so. user B gets confirmed that a
Step 1: m, = (IDA, IDB, n,), where secure channel has been creased be = mser A and
n, = code for the request made by user A. user B by using key K. smovash achieve
IDA= identifier of user A. mutual confidence and from now o= the ¢ of
IDB= identifier of user B. actual message encrypted with key K, can take place
Step 2: my = Exa(Kay, na, IDB Egy, (K, IDA)), where between users A and B.

K, = secret key generated by the KDC for secure 4. Proposed Key Distribution Technigue
comumunication between users A and B.

C;=Egp (Ka, [DA) The replay attack of the oz rem
K, = private key of user A. following proposed method picmons
Step 3: m; = C services namely: Authenti e

Step 4: my = C; = Eyyy, (np), where, ng = a random number Originator’s Message Ints and Koy are
(nonce) generated by user B. introduced. Another major pomt = paral C
Step 5: ms = C3= Ey,p (ng-1). symmetric key by the KDC server #o e par A and B

(Figure 4). This paralle] transfer of symmmetnc &=y saves
much time than to distribute s Il
from the KDC to the initat
{a) User A sends a request message ml to the KDC key is sent to the responder me

indicating that it wants to establish a secure logical ~ which the initiator wants to commmusscate Tafemesizton of

communication with user B. The message contains a messages as follows:

code for the request ny, the identifier of A (ID,) and the

identifier of B (IDy). This message is transmitted from ml=IDA, IDB, Ex,(IDA,IDB =.

user A to KDC in plaintext form. where n, = code for the request made by sser A

Ao . IDA= identifier of A
(b) On receiving m,;, the KDC extracts from its table the IDB= identifier of

keys K, and K, which corresponds respectively to the ¥ = private bee ot el
. . 3 .= private key of user A
user identifiers 1D, and IDy in the message. It then -~ :
o m2 = Ey, (Kap, 0, 0a)

creates a secret key K,, for secure communication
between user A and B. By using K, the KDC encrypts
the pair (K, , ID,) to generate the cipher text C1 =
E((K,p.ID,),K},). Finally it sends a message m2 to user
A that contains na,, ID, , K4, , C; . The message m2 1s
encrypted with the key K, so that only user A can
decrypt it.

The working process of conventional technique 1s as
follows:

where, K,;, = secret key generated by the KIDC for secure
communication between user A and 8
n,= Common nonce
m3 = Egp (Ku, 0, IDA)
where, Kp = private key of user B
m4 = By ()
ms = EKab [[’11')

(c) On receiving m2 user A decrypts it with its private key
K, and checks whether ny and ID, of the message Stepl. A->KDC:
match with the originals to get confirmed that m; is the m1=IDA, IDB, E.{IDAIDS =
reply for my. If so, user A keeps the key K, with it for Step2. KDC->A:
future use and sends a message m; to user B. This m2=Ey.(Ks. o ns KDC->B
message contains cipher text C1. Note that only user B m3=Ey; (K. n. IDA)
can decrypt C1 because it was generated using key K. Step3. B->A:
(d) On receiving m3 user B decrypts C1 with its private m4=Eyz (n,)
key K, and receives both K, and ID,. At this stage both A'_>B3
the users have the same key K, that can be used for m5=Eg( 1. )

secure communication between them because no other
user has this key. Now user B needs to verify if user A The summary of the procedure i<
is also in possession of the key K,,. Therefore, user B
initiates an authentication procedure that involves
sending a nonce ng to user A and receiving a reply that
contains some function of the recently sent nonce. For i . A Disthibution Technique
this, user B generates a random number ng, encrypts ng 3
by using key K, to generate cipher text C; = £ (ng,
K,) and sends C, to user A in message my . The 2.1 m2

random number ny 1s used as a nonce.
(¢} On receiving my user A decrypts C2 with the key Ky 6

and retrieves ng. [t then transforms np to a new value 3.1 md4
N&= ng-1 by a previously defined function f. User A
encrypts N, by using K, to generate the cipher text C3 32ms

= E(N,,K.) and sends C3 to user B in message m5 .
(f) On receiving m5 user B decrypts C3, retrieves N, and

. ; : : i ig. 4: ' ion T i
applies the inverse of function f to N, to check if the e % Broptecd By aton forhnr up



Improved Needham-Schroeder Protocol for Secured and Efficient Key Distribution 43

The working process of proposed technique is as follows:

(a) User A sends a request message ml to the KDC
indicating that it wants to establish a secure logical
communication with user B. The message contains the
identifier of A (ID,), the identifier of B (ID,) and a
ciphertext of (IDA, IDB and a code for the request ny,
which is encrypted by the private key K.

{(b) On receiving m2, the KDC extracts from its table the
keys K, and K;,, which corresponds respectively to the
user identifiers ID, and ID, in the message. KDC
decrypts the ciphertext part of ml with the private key
K, and checks whether 1D, and ID, of the message
match with the originals to get confirmed that ml is
sent by the valid originator A and also checks the
integrity of message ml. It then creates a secret key
K, for secure communication between users A and B.
It then generates a random number n, which will be
used by A and B to authenticate each other. Then it
creates two messages m2 and m3, for A and B
respectively, and sends them simultaneously. The
message m2 contains K, n, na and is encrypted by the
key K, so that only user A can decrypt it. The message
m3 contains K, n,, [Da and is encrypted by the key K,
so that only user B can decrypt it.

(¢) On receiving m2 user A decrypts it with its private key
K, and checks whether n, of the message match with
the original to get confirmed that m2 is the reply for
ml. If so, user A keeps the key K, with it for future
use and sends a message m5 to user B. This message
contains cipher text - Eg,, (ny). User A also saves a
copy of n.. The message m5 indicates the readiness of
user A. By this message user A also indicates to user B
that it is in possession of the common key K., and is
ready for secure communication with B.

(d) On receiving m3 user B decrypts it with its private key
K, and receives K., n, and ID,. At this stage both the
users have the same key K, that can be used for secure
communication between them because no other user
has this key. User B sends a message m4 to user A.
This message contains cipher text= Ey,, (nr). User B
also saves a copy of n,. The message m4 indicates the
readiness of user B. By this message user B also
indicates to user A that it is in possession of the
common key K, and is ready for secure
communication with A,

(e) On receiving md, user A decrypts it by K, retrieves n,
and compares its value with the stored n, value. If the
values are equal then user A gets confirmed that user B
is in possession of the common key K,,. On receiving
mS3, user B also does the same thing.

5. Improvements on Needham-Schroeder Techniques

Origin Authentication: Existing Needham-Schroeder Key
Distribution Technique does not provide Authentication of
Originator’s Identity. But, Proposed Technique provides
Authentication of Originator’s Identity by using encryption
function on message ml. If IDA s changed by attacker,
then KDC could recognize it by matching ID, with the
decrypted ID, and terminates the communication.

Message Integrity: Existing Needham-Schroeder Key
Distribution Technique does not provide Originator’s
Message Integrity. Since ml is in plaintext form, any
parameter in ml may be altered by the attacker. But,
Proposed Technique provides Originator’s Message
Integrity by using encryption function on message ml. Any
alternation in m1 could be identified by matching [DA, IDB
with the decrypted 1D, and decrypted IDy respectively.

Key Freshness: Proposed technique provides Key
Freshness property by creating and distributing Kab and Nr
from KDC. But Key Freshness property is absent in the
conventional technique.

Speed: In proposed technique, message m2 and message m3
can pass in parallel. Also, message m4 and message m5 can
pass in parallel. Hence it is faster than the existing one.

6. Implementation

For implementation, C programming language is used. The
three communicating entities in the proposed technique are:
initiator (A), trusted server (KDC) and the responder (B).
Each entity has the capability of creating messages; and
several remote procedure calls are used to establish
communication link and also for the purpose of message
passing among entities. Running time in different machines
1s given in the following Table 1:

Table 1: Running Time in Different Machines

Processor’s Running time for Running time for
speed Conventional proposed technique
technique (milliseconds)
(milliseconds)
1.73 GHz 5055.555556 ms 3000.000000 ms
700 MHz 5111.111111 ms 3011111111 ms
400 MHz 5611.111111 ms 3555555556 ms

7. Comparative Analysis

Efficiency and Security Services provided by the proposed
and Needham-Schroeder conventional technique 1s
summarized in the Table 2. Three additional security
services as originator’s identity authentication, originator’s
message integrity and key-freshness are introduced in the
proposed technique.

Table 2: Comparative Analysis between Proposed and
Needham-Schroeder Conventional Technique

Security Proposed Conventional
Services Technique Technique
(1) Authentication of | b
Originator’s Identity !
(2) Originator’s 4 X
Message Integrity
(3) Originator’s J v
Message Freshness
(4) Key Freshness V Ry
(5) Key J
Authentication
(6) Key Confirmation ' v Y
(7) Entity | v
Authentication i
(8) Efficiency (time) 3000.00000 5055.555556
milliseconds milliseconds




8. Discussions

A session-key is a key used for encrypting one message or a
group of messages in a single communication session.
Security solutions require that the secret session-keys to be
kept out of reach from the adversaries. When designing or
selecting a key establishment technique for use, it is
important to consider what assurances and properties an
intended application requires. The fundamental security
services of key distribution protocol are: authentication of
the originator’s identity, originator’s message-integrity,
originator’s message-freshness, key authentication, entity
authentication, key freshness and key confirmation. In the
proposed technique, the replay attack of the original
Needham-Schroeder five-message protocol is removed and
three additional security services, such as: authentication of
originator’s identity, originator’s message integrity and key-
freshness are introduced (these three security services are
absent in conventional Needham-Schroeder five- message
protocol). Moreover, the time needed for distributing keys
between pair of nodes in the proposed technique is reduced.

9. Conclusions

The motivation of the proposed work is to improve the
security issues of the conventional Needham-Schroeder
five-message protocol and to make the key distribution
faster. From the above discussion, the following conclusions
can be drawn:

e The proposed technique gives all the benefits
(security services) that the conventional Needham-
Schroeder five-message protocol can provide.

e [t provides an additional authentication level n
originator’s identity.

e [t enhances the security services by providing the
integrity of the originator’s message.

e It removes the replay attack by establishing key
freshness security issue.

e [t reduces the time needed to distribute session-key
between a pair of entities and it is found that for all
cases the proposed technique is faster than the
conventional protocol.
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It 1s concluded that the Proposed Key Distribution
Technique will perform better than the conventiona!
Needham-Schroeder protocol.
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